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Real-time DDoS attack detection based on deep learning
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Abstract: Distributed denial of service (DDoS) is a special form of denial of service (DoS) attack based on denial of
service(DoS). It is a distributed, collaborative large-scale network attack. A DDoS detection method based on deep
learning was presented. The method included two stages: feature processing and model detection: feature extraction,
format conversion and dimension reconstruction of the input data packet was performed in feature processing stage;
in the model detection stage, the processed features were input to the depth learning network model to detect whether
the input data packets was DDoS attack packet. The model was trained by the ISCX2012 dataset, and the model was
validated by real-time DDoS attack. The experimental results show that DDoS attack detection method based on deep
learning has high detection precision, little dependency on hardware and software equipment, and the model of depth
learning network is easy to update.
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FEAEZ TR (AL o BRI 08 22 AN 24 i i
ZIETH o)A K, A t+1 I 2% J7 A% 34 0] ok
(¥ s(t+1)4 %o

Hochreiter SU"'E 1997 4E#H T — Rt (1)
I 1 o 25 I 2 B TR KA 2 42 (long short-term
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Bl fie g b RME % 2, VR AN A%
€ ST A~ 16 bit [ @515, HTA7f# TCP.
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£(x) = max(0,x) (1)
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PREI e g g g
LSTM/GRU JZ 4 4 4 6
[LESYI gE| 64 64 64 64
VS ATER A tanh tanh tanh tanh
CNN 2 / 2 / 2
CLESYIE A QE| / 128 / /
W R AL / Relu / /
R 4 4 4 4
FUEzyw (=] 128,1 128,1 128,1 128,1
VI R Relu Relu Relu Relu

H# 2 WA, RREEEETIAN R LSTM W 45
T, BT R R B 2 ) X A R A A7 BT IX o 3
Hh, e S 4 AN TRI 2 PRIV 1 27 50 o) 245 B 23
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AR SCAE [) VR B 2 20 R 2% 55 780 B N Hc s 1
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=3 [EIR E AR AL FE X L

WOk B Lj;g CNI:%Z'TM GRU 8! 3';;54
500 50 89.50% 88.76% 90.56%  96.05%
1 000 50 87.73% 87.90% 88.24%  96.05%
5000 50 98.85% 96.94% 90.32%  94.99%
500 10 98.41% 97.06% 96.46%  98.97%
1 000 10 98.73% 99.36% 98.69%  99.30%
500 5 99.48% 99.33% 99.65%  99.69%

4 PR AN RIS ()R, ZEASIN F1AE b
tE WL 4.

R4 FEEEBARBAEN F1EX

_ LSTM CNN/LSTM GRU 3LSTM
e T Bow

500 50 85.43% 84.86% 88.76%  90.13%
1 000 50 91.73% 89.90% 92.14%  95.35%
5000 50 96.95% 94.64% 93.32% 92.79%
500 10 94.74% 96.86% 95.77%  97.81%
1000 10 97.83% 97.86% 97.99%  98.53%
500 5 98.88% 98.23% 98.61%  99.02%

H T AN ORI T3 T LA B (1) ik
40, I HoaT DL e s S 2 (0 i g 3y, BT
IR ST, % DDoS HuihidT A iAm HA 5
SR VIR TT o H AT SCRA I B /N A I /)
oK SR I TRV, S0 P N TR B I 50 8% 100, 38
T XoF FEAN RIS 7R SR FH AN () ) ) £ AS I RS A F L
B BRI, & 3. K 4 WA, MELRRA
500, A 5, RIINEIECY 100, ALY R4S
FaIER F1 AR 5K, $5c 20K I TR ERER N B E A 100,

TR 2 S M B ST SE i s, R L T
S BRI RE - R SCHE S T AR A ] ik
F 95% LA FIAAIRE D, i1 HIARJE 2% 3] DDoS B
i AT WIS R ) 2806 A T SR TR R B 27 3 W 4 A Y
Jei» BIAT5EEnt DDoS P48 BT A (KA o

4 RWSERSH

41 TWIRE
AL 1SCX B SR IRt e, Il

RESEIN 1K) DDoS Bt R BEAT S . Horr, AT
TR SRR 2R 200 P B T (AR R 5 2 A
NVIDIA K80 GPU #1128 GB W%, WK
Ubuntu 14.04 #/E RSN Keras ¥R 7 I HEZE, |
SRR I B 95 1 1E W 24 73 20 A0 DDoS B #idls
SreH, I ISCX2012 Hds R4 5L 1) DDoS
Ve R B S T I B4R 3855 5 ATCA  (advanced
Horp
ATCA9700 40 GB 42 )] fv, £5 2 4> 10 #% CPU
1 8 4 DDR3-1886 W {f4%, ATCA3710 40 GB
Fabric 204 7] v, &5 —/> 4 #% CPU #fl—4> 4 GB
DDR3 SDRAM WAr4%, 7 6 41~ 100 MB Base
LB A 12 4 10GbE SPFHGIEE . 3k
354 Centos6.5 #:4F RSl Keras I E 27 2 HEZE,
Horp IF it s DDoS MUty 2 i Hping3 #44F
KA, Hping & —r24T NMEH K TCP/IP %
AR o3BT T H, AMARE R ICMP [Nk,
IEAT LA #F TCP. UDP. ICMP #Il RAW-IP 45, 5K
¥ R v A IR Bandwidthd - W0 /9 2% 97t B0IR
W, KX DDoS Mkt sk 47 04T -
4.2 FIREIIGMNFER

AR S5 TRV AN A E A IS [ A 1000 R
BTG M SR AN T RE I, VR 27 ) I 2 A 1 o 3
1T 10 BEL NGk, IEHEATIREE S 2] W 250 |
i R, RN R, BdEERET 90%
T UIZRBERd, A 10%H TR R, B4
K VI ZRAE O HT 90% i NI 5 W 4 15 7R JJE AT
Nk, SRIGAEINZRES G AR 10% 0 2 S 1k
ARG WAL IS, =R 10 BlZE, N
TS B (R I NS B2, T R A7 e 2 AR L 27 2
[ZE-2 Rt

ASCAER ISCX2012 Hetfs B AE 4 I s I 9
ZE AT DDoS BihidT A IR FE 27 ) M 48 AL 1)
FEAKBGEE . ISCX2012 AT 5% 7 KIS Ta] (R 52
REAEZN: RN =X = W A R e e T I T
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telecom computing architecture ) HL £ ,
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(1 2 i ' il sk 4, DDoS Mok kA2 i i) Bt 4
2010 £ 6 JJ 14—15 H, 20 A5G X PRI ]
(1 W 2% 3t e 5 HOKs AR (7 2] ey 44 4 Sample . Da-
ta_14 F1 Sample Data 15 P304, H,
Sample_Data_14 €78 960 J7 4% Hidhs ik S0 A5
&2, Sample_Data 15 W3 &K1 3 500 J7 4 Hidis
RAE B

ISCX2012 #Ha Syt T A9%80% DDoS Hili
B AR RO AE B, AR RO 4
PRILS3 2RI 8] L Yk H 1) 1P Huhik. TCP/UDP 4 3¢
(KI5l H s 5 85 5 B S X ISCX2012 4k
4L BEAT FE R B W Mg it 4
Sample Data_14 Fl1 Sample Data_15 I ic\ 5% 1% 4%
WEGEH T, WA S B2 BGE R A L &
FH N s H SCAH A5 D LA 5.

H 5 AT, a3 St S R A ik
SCHILRREE AN, o, W Mg E T AR
TE R B SO B B i o, MR s A
i R HAE AR ST T UL BT EARRE, B 4%k
PSR LT EARSE, FRid BRI SO
i 70 A B8R Mol 0 4 . Sample Data 14 Fll
Sample_Data_15 F1 K# /A5 B A2 Gk 4L
P A, TR S, AR N IR
ZERIT AT NGRS, A SRR 7 S8 B IRAE 1)
IR > N 28 R S it I, K T B 28 Y
AR SC S BENUE H SR Bdm o &, 2T
PR TR .

TEIRPE 7 ) M 48 BRI 25k B, A0SR AR )
Hom R AR AR I BN, i FE R T A )
LSTM ¥ 255 A5 R Koy el PR P 2% > W 2 A TR AH OGS
WS, R 3 Pk EEAER A R B 5 ) R 2%
RIS TR 2% 2] DDoS B kgl 2,
PR R e 5 RS ol R
(accuracy) #EffiZ% (precision) 9 [F]Z% (recall)+
F1 {8 (F1 score) M AUCf (AUC).

KT, BRNE D RSTHE TS
ST o IRPESE 2] PR AR B N O, R R 2% 34
BiHh %) DDoS Brhi ATk Ik A 25, MOk 2 1
JFBGE R 100, BEI AT DDoS B IR A i kG
Ity BT BIR 4 FhEE TR R LSTM 99 2% A58 28 1)
IRPE2E SIS B, MY 5 Fh S AU LA &5
KU 6.

HE& 6 Pyl gk RIMa KT LA, 1E
Sample_Data_14 $(#fi£EH, LSTM ¥RBE: ) M 4%
BERVAE 5 PR B S 80 h RIE L, T
Sample Data 15 £#i54E, 3LSTM ¥4 5 2% >) I 45 45
R 5 MPERERE B S BRI . die LRI gk
S5 R VLI RS T DDoS B (R K RIS
FORGUAT LA Y, 3LSTM VRS 2% 3] I 4 A R %)
KIRHA R A, BAT AR

JET LSTM M ARAY ) 3LSTM ¥R > M
o B Yl 25, 4r W XF Sample Data 14 Al
Sample_Data_15 FEAKHE ST I ZR 45 R 90 E,
Kubgi R mE 6. K7 Proas, Hb, B 6l T

*5 SHNIELRFUEREFESIRA

Sample Data 14

Sample Data 15

DDoS Bty HLS AR DDoS Bty H A
IMAP il 32 / /

2k 50 G4 Web % 1

o) 2% 42 AR SC MY 55 DNS fif¢ 1

eH 77 WA i 1 X 1

74 Web IR 92 K51 TCP 5

K401 TCP 896 IRC Hiti 212
HTTP 1 n] 2165 HTTP 1 n] 37158

2017191-8



+ 61 BiERE 2017 £57H
£ 6 AMAEIREFSIMEREERELLE
g/ B2 R bi5-3 HiRTIES FE| RS F1 {f AUC {1
Sample Data 14 LSTM £ 7 97.886% 98.118% 98.001% 98.102% 99.305%
BALES CNN/LSTM ### 95.942% 97.397% 93.909% 95.729% 98.378%
GRU 5 7! 96.742% 98.419% 95.098% 97.091% 99.012%
3LSTM #5i#d 96.657% 98.011% 95.463% 97.919% 99.159%
Sample Data 15 LSTM £ 7 96.939% 97.954% 97.892% 97.989% 99.324%
BALES CNN/LSTM ### 96.501% 96.305% 97.182% 97.521% 99.184%
GRU #&7! 98.097% 98.213% 98.004% 98.126% 99.335%
3LSTM #7 98.501% 98.422% 98.674% 98.496% 99.602%
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IGAIE FARS P28 Ry o LR, AESS 10 R YIZRT,
AR G A0 ARG U 5 )R JRE RIS B B
Sample_Data_14 il 85 m kS 2T 98%, 1M
Sample Data_ 15 E¥a4E M & =ik =ik 99%, itk
W, WEE SIS, BeEz, BRIk
PEARBAR R IR, R 25 (E A3 IR B 27 21 W 45 )11
ANGGUE FRIRS B2 25 52 Tt

ARSC R TR 2 21 S 2% SCRR[12] o T4
BN BEHLRAR T 2650 DDoS Hriky, IHHEE 1K
s, NS PR RS DK FEREAT I, A R IE 8
PR

H1 &1 8 7T, Bt AL AR PR 2 B AR E 0% [X 73 I
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87.2

72.7

58.1

43.6

29.1

14.5 ftedl Lo soe

2 1A11H

R N
H Bl
| 1A12H !

K9 eth0 M-RITESR

WA R, ERXR SR T
BEXTEAS R LIGAS I, X 2 SR AL, A
TER R AAIG . BRI T (MK, IR 2 2 A
RATRI ARG UK B2 RIS, BEALARARB A I T
A LG, ST DUDRS FE SRR B
4.3 SZF DDoS K #&im 58

BT UNZRle BB A U S P DDoS ity [+
IR B 27 ) I 48 B0 23 i JEAT 10 SR, JER
FAGEvE 1) 7 2R A A I P e e e . S I 7R
tkH Bandwidthd #£FHE0 2017 45 1 H 10 H
15:00—1 H 12 F 10:15 ¥ ATCA LA etho M+
A, W 9 FiR.

BLO AE 1. 24 3. 4 AbJTbsidE R BE A,
K Hping3 &% T A [HZE A4 (1 DDoS HKili, WK,
1 DDoS Mt KA, Vi IR EME K, f
KIEF| 135 Mbit/s.

SYN izt (SYN flood) Hiti, 2&—Fhidid
A 4 Bty H AR i R ABAR SC AR Oh B 25 ki R 5
A BT SEBrMIgg T, WA RS AR ) TCP/IP
MR EA W, AEEA, RZGE T SE0EG
HUE . A T AR SIS I DDoS Biifie 7,
K Hping3 #/FRI% SYN 2 i dd:, &9+ 2 4b
KM L TCP iR, B K AL E
97 Mbit/s, SE4IEFR AR A I o 4 Al
“h1 1000 000 4, HoHt SYN yZi Bt 43404 950 000 4,
IEH A4 50 000 A, 1E 5 Kl 73 4L RI% R H
SER 500 AN/s, JEAT 10 ks, e mBot a4l
RIRTHE, BT IIRS R ] 10 s
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Smurf BBk & Brki 3 ) 5 Bk i A 38— Fil
U5t TP Mk A G i 1) TP Hbdik,  H ) 1P Hb
HEA T HE AR ICMP B354 SC %) DDoS
iR, e R ICMP B s, ]
2 ICMP N2 . ICMP 23t (ICMP flood) X
i iR ES DDoS Buiti 7y X, &R AL
KNIEHRmE, 1& s ek H sl iz tr, A
5 B0k et H AR TGk I 3 58 R 5k 55 D g s
UDP iz ¥t (UDP flood) Brti R X —HEME, 4
Bt HbR &6 KR UDP BEik 0, m& S8k
Bt H bR B 5 9 45 BE] 578 s K38 Je 280 1 Bt it i i
FEIRAT B0 TR o A T RV B 2% S BN A ] R 284
() DDoS Bl (kG L, A#1] Hping3 73 A%
SYN jZt. ICMP iz, UDP Zit. LAND Xl
(LAND attack). XMAS %7 (XMAS tree). Smurf
Biiti, B9 1. 2 AR HIANFEIZEAL ) DDoS
Bridiint, Mg TCP. UDP. ICMP SB[y A8
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b, o UDP 8810 i K143 85 Mbit/s,
ICMP 2yt e K4k 5] 120 Mbit/s, TCP 28
TG B f K R TA ) 135 Mbit/so SZ86 R FE R T
RIE M E s o 4l B =2 1 000 000 A4S, Forh
DDoS Briti 7341k 950 000 /1, 1E% 73214 50 000 /™,
TEH 43 AR R AL TR R E 8 2 500 AN/, FERPZE YK
Bt b AT 10 R S5, T4 i ok 73 241 1) RS 4,
XFFANFZEAL ) DDoS By, A (R A 5 dn
K11 s

0.98

0.96

—8— SYNyz it
—e—ICMPiz it
0.90F —o—UDPZ#t
--B--LANDI i
--0- - XMASH i
--6--SMURFI{i;

0.88
50000 55 000 60 000 65 000 70 000 75 000 80 000 85 000 90 000
Bt L RIEHAR /(s

11 AR[EFPZEH DDoS Bk ilkG iz

Bl 11 PSR TR LS IR SYN 2t
ICMP 7z 4t UDP iz, LAND Hiifi. XMAS %
i+ SMURF Hiiti 6 FP AR ZE AL f¥) DDoS Bk (1
MRS, Fop, BT SYN iZik. ICMP 2 ik,
XMAS Tty ryer il 2k i e Kis 21 96.3%, %} UDP
T2 R INRS B B KIAF 95%, X LAND Haki 4 il
R HE B KT H1] 93.6%, % SMURF H RS 5 e K IA
F 94.5%.

N T B AUE VR B 2 SRR 5 254 1) DDoS
B REIRS A Hping3 200 &3% SYN vz it
+ICMP Zt. SYN iz #t+UDP iz ¥k, UDP 2t
+ICMP 2 Pk Bets,  FF mBod 70 4110 ks %,
K19 v 3.4 bR R LA A 28 ¥ DDoS Kt
M4 TCP. UDP. ICMP B[ Ak, #x
KA HITEF] 114 Mbit/s. SLEREFE AR R I% 15X
P4y 41 S B 1000 000 4, Hid DDoS Ziisy

4124 950 000 4>, IEF M4 50 000 A4, HIE %L
Pt o AL IR TH AR TE Ky 500 AN/, BEFPASAY (1) B
AT 10 RSESE,  IFPem B 7 40 RxE %,
XTARI1E DDoS BriiZS iy, AR fryfer A
W 12 Pros.

—8— SYNjZt+ICMPz it
091 —o— SYNjZ#t+UDPiZ i
—6— UDPiZ#t+ICMPZ ¥t
0.90
50 000 55 000 60 000 65 000 70 000 75 000 80 000 85 000 90 000
Uit R R TR A/ (A5

B 12 4147 DDoS B A kS

Bl 12 IR TR AN SYN iz i+
ICMP Z#t, SYN Z#t+UDP iz t. UDP izt
+ICMP iz Bt 3 AR 528 AL DDoS Biti
RIS BE . Horp, AL SYN iZ¥E+ICMP 72
PR A I B d5 IR B 94.8%, X SYN iz it
+UDP 32 S A RS B 3 KIA % 95.4%, X UDP iz
BEHICMP 32 St A WK B2 fe Kk B 93.6%, %)
SMURF kS & fe K ik 3] 95.5% .

TR 2 SIS IR R T 1 /I A I 4 4y
412154 DDoS it s dlffy, X5 b E i 1
KN 100, & T 56 F IF 5 B 43 41 7E AR T A
T 0y s L I 36 A I B 2 > AR AR ) A
R RE, S50 R B R IR OIS R
1000 000 4>, 13 ] Hping3 &% SYN izt ¥rils,
b DDoS i 43414 900 000 4>, HICd: 4341
R Jg 50 000 s, 1EFH 4N 100 000 4,
HAR B o L) Rk A, AR e R
o 2R AT AR B W B 1 o A b, AR A W
KW 13 s .
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